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ACTIONS

ACTION 1: LOCK A locked domain cannot be transferred, deleted or have its details modified, but still resolves.
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'This infographic details Criteria F of the Operational Approaches developed by the 2018-19 Domains & Jurisdiction Contact Group of the Internet

& Jurisdiction Policy Network. The full document is accessible at: www.internetjurisdiction.net/operationalapproaches
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ACTION 2: HOLD This action removes the domain name from the TLD zone file, so the domain name will no
longer resolve on the public internet. In the event that the request was made in error, this action may be
reversed. Importantly, the site still remains accessible through the IP address.
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ACTION 3: REDIRECT By changing the nameservers for the domain name, associated services can be redirected
without consent of the registrant, for instance for "sink-holing" (logging traffic) to identify victims for the

purposes of remediation.
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ACTION 4: TRANSFER Transfer of the domain name to a qualified Registrar may prevent exploitation, whilst

allowing for management of lifecycle, EPP status codes, and expiration.

Registrar 1 Registrar 2 M

—

Responsibilities are transferred

from one Registrar to another ¢
corresponding to

www.example.example?

o What is the IP address
Registrant TLD zone file T
Domain Name — IP Address e \;,\\\
s

This is the \‘\‘
IP address
\\ =
o User accesses server at IP address |:|
‘\—// -E-

Server at IP address User
indicated by registrant

ACTION 5: DELETION Deleting a domain name is an extreme action and not generally recommended without
careful due diligence. Restoring the domain name would involve additional burdens absent when placing a
domain name on hold. More importantly, registrants are free to re-register the domain name after it is purged

from the zone.
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