
THE SECRETARIAT OF INTERNET & JURISDICTION POLICY NETWORK WELCOMES

DNS ABUSE INSTITUTE’S GENERIC ANTI-ABUSE POLICY

Both the DNS Abuse Institute and its ‘Generic Anti-Abuse Policy’ template (see next page) build on the

work of the Domains and Jurisdiction Contact Group, a multi-stakeholder platform that brings

together actors from six stakeholder groups towards addressing concrete policy challenges and

developing operational solutions for challenges. This includes identification of when it is appropriate

to act at the DNS level and the appropriate thresholds for such action, in relation to the content or

behavior attendant to a domain name, and what role courts and so-called “notifiers” should or could

respectively play in that regard.

Building on the foundation developed by this Contact Group, the DNS Abuse Institute seeks to

develop operational tools for DNS Operators and facilitate coordination and cooperation in

addressing abuse at the DNS level when it meets the appropriate threshold.

The following work of the DNS Abuse Institute on the ‘Generic Anti-Abuse Policy’ template is not an

outcome of the Domains and Jurisdiction Contact Group. However, this template provides a

framework for DNS Operators, who do not have a preset anti-abuse policy, with a foundation to

communicate and base their thresholds for addressing abuse. Furthermore, the template

incorporates the multi-stakeholder Contact Group’s definition of Technical Abuse, which has gained

increasing acceptance within the DNS ecosystem as a benchmark. While focused on Technical Abuse,

the template provides the opportunity for DNS Operators to specify any other harms they wish to

include.

The Secretariat of the Internet & Jurisdiction Policy Network welcomes the DNS Abuse Institute’s work

on the development of a generic Anti-Abuse Policy for DNS Operators and believes that it would be a

useful tool for Operators to begin to define what and when it might be appropriate for them to take

action on technical abuse at the DNS level.

https://www.internetjurisdiction.net/work/domains-jurisdiction


Generic Anti-Abuse Policy

Published by: DNS Abuse Institute

This Anti-Abuse Policy is established for all domain name registrations for which [NAME] serves

as the [Registrar/Registry Operator].  This Policy focuses on technical abuses of the Domain

Name System (DNS) (“DNS Abuse”). [The Registrar/Registry is also free to detail categories of

Website Content questions it addresses, such as Child Sexual Abuse Materials]

DNS Abuse

DNS Abuse causes security and stability issues for domain name Registrars, Registry

Operators, Registrants and users of the Internet as a whole. This Anti-Abuse Policy prohibits the

following technical abuses1 in [Registrar/Registry Operator’s] domain name registrations:

● Malware is malicious software, installed on a device without the user’s consent, which

disrupts the device’s operations, gathers sensitive information, and/or gains access to

private computer systems. Malware includes viruses, spyware, ransomware, and other

unwanted software.

● Botnets are collections of Internet-connected computers that have been infected with

malware and commanded to perform activities under the control of a remote

administrator.

● Phishing occurs when an attacker tricks a victim into revealing sensitive personal,

corporate, or financial information (e.g. account numbers, login IDs, passwords), whether

through fraudulent or ‘look-alike’ emails, or luring end users to copycat websites. Some

phishing campaigns aim to persuade the user to install software, which is in fact

malware.

● Other technical abuses of the DNS that may reasonably be perceived to impact the

stability or security of the DNS or the [Registrar/Registry Operator’s] domain name

registrations (e.g., pharming, fast flux hosting, and illegal access to other computers or

networks).

1 The definitions for Malware, Botnets, Phishing, and Spam are from the Framework to Address
Abuse, which relies on the definitions provided by the Internet and Jurisdiction Policy Network’s
Operational Approaches, Norms, Criteria, Mechanisms.

https://dnsabuseinstitute.org/
https://www.dnsabuseframework.org/media/files/2020-05-29_DNSAbuseFramework.pdf
https://www.dnsabuseframework.org/media/files/2020-05-29_DNSAbuseFramework.pdf
https://www.internetjurisdiction.net/uploads/pdfs/Papers/Domains-Jurisdiction-Program-Operational-Approaches.pdf


● Spam is unsolicited bulk email, where the recipient has not granted permission for the

message to be sent, and where the message was sent as part of a larger collection of

messages, all having substantively identical content. Spam is not unto itself DNS Abuse,

but is included as a category under this Policy for the instances when Spam serves as a

delivery mechanism for the other forms of DNS Abuse.

Actions under this Policy
[Registrar/Registry Operator] reserves the right to take appropriate action for any domain it

determines violates this Policy, including the right to deny, cancel, or transfer any registration or

transaction, or place any domain name on [Registrar/Registry Operator] lock, hold, or similar

status, that it deems necessary in its discretion:

1. That violates the terms of this Anti-Abuse Policy;

2. To protect the integrity and stability of [Registrar/Registry Operator’s] domain name

registrations;

3. To comply with any applicable laws, government rules or requirements, requests of law

enforcement, or any dispute resolution process; or

4. To avoid any liability, civil or criminal, on the part of [Registrar/Registry Operator], its

affiliates, subsidiaries, officers, directors, and employees.
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